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Abstract 

  

There is drastic increase in needs of networking and data sharing in today’s world. Such globalization of increased 

information technology and development there exists need of network security. Firewalls may provide some level of 

security but they never alert administrator for upcoming attacks. In order to find such abnormal behavior of network 

packets there is need of reliable detection system for improvement of efficiency and accuracy. As in today’s developing 

network environment there is threat of new type of attacks daily in the network. So, the network administration system is 

also needed to be updated regularly for upgradation of security level.  One of the network packets monitoring system is 

Intrusion detection systems (IDS). The proposed model is designed using machine learning approach for detection of 
malicious activities of the network packets. For that KDD-99 dataset is used. First of all the dataset is normalized for 

reducing calculation complexity, further features are reduced using co-relation algorithm. The reduced features 

determine that only efficient features can be used for malicious behavior detection. From result analysis it is seen that 

while selecting 15 features using co-relation outperforms best. After feature reduction data clustering is performed using 

k-mean clustering algorithm. By using clustering, small datasets is built that represents the entire original dataset which 

can expressively reduce the training time of classifiers and improve the efficiency. In final step of proposed algorithm 

multilevel hybrid classifiers, based on support vector machine, extreme learning machine and random forest, are 

designed for classification of dataset into five attack categories i.e. DOS, U2R, R2L, Probe and Normal. As compared to 

some other multilevel classifier work the proposed algorithm proves its efficiency in terms of high accuracy, high 

detection rate and false alarm rate (FAR). 

 

Keywords: Intrusion Detection, Feature Reduction, Correlation, Particle Swarm Optimization, Genetic Algorithm, 
Multilevel Classifiers. 

 

 

I. INTRODUCTION 

In the last few years, Internet technology has extended its application area in many different domains in our life such as 
banking operations, online auctions, electronic commerce applications, social networking, and online application / 
registration, etc. However, due to the weakness of computer systems’ security, lots of computer network have often been 
intruded by the hackers especially with denial-of-service or distributed denial-of- service attacks. Anomaly detection 
mainly depends on the representation of the normal behavior of the users, hosts and network connections. It is really hard 
to detect abnormal requests in the network. Therefore, machine learning algorithms are used as a flexible and powerful 
technique [1]. 

An Intrusion Detection System (IDS) is a device that monitors suspicious activity and network traffic in a system and 
alerts the network administrator or system. In some cases, the IDS can react to malicious traffic by preventing access to the 
network from the source IP address or the user. Attacks on network infrastructure are currently the main threats to network 
and information security. With the rapid growth of unauthorized network activity, the Intrusion Detection System (IDS) as 
a defense component in depth is very important because traditional firewall techniques do not provide complete protection 
against intruders [2]. 

While intrusion detection and prevention systems are primarily used to identify malicious activities and signaling 
attempts, many organizations use them for other purposes, such as detecting security policy issues, detecting existing 
threats, and preventing breach of security strategies. IDS can detect suspicious traffic in several ways. As a hardware 
application, intrusion detection systems provide solid support for attack preparation. The intrusion detection process 
involves gathering information from computer systems and networks. Combined with legal behavioral data, intrusion 
systems provide a robust platform for threat detection and prevention of internal and external sources [3]. 

The company would receive money even if the intruders access the system. the most common classifications are 
network intrusion detection systems(NIDS) and host-based intrusion detection systems (HIDS). A system that monitors 
important operating system files is an example of a HIDS, while a system that analyzes incoming network traffic is an 
example of a NIDS. It is also possible to classify IDS by detection approach: the most well-known variants are signature-
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based detection (recognizing bad patterns, such as malware) and anomaly-based detection (detecting deviations from a 
model of "good" traffic, which often relies on machine learning). Some IDS have the ability to respond to detected 
intrusions. Systems with response capabilities are typically referred to as an intrusion prevention system. Intrusion 
detection systems can be classified as misuse IDSs versus anomaly-based IDSs [4]. Misuse IDS is a signature based IDS 
which can detect known attacks in an efficient way based on hard coded signatures stored in the signature list. The misuse 
techniques have the advantage of low false positive rate. However, they suffer from high false negative rate due to the 
sensitivity to any simple variation in the stored signatures. In such case, the variations can be considered as an attack. 
Misuse IDS fails in detecting unknown and zero-day attacks where they are unavailable in the stored signatures [5]. 

It is known that the IDS suffers from a high number of false alarms based on anomalies. Efforts are underway to reduce 
the high rate of false positives. We believe that intrusion detection is a process of data analysis and can be studied as a 
problem of proper data classification. From this point of view, one can also see that every classification system is as valid 
as the data presented. The better the data are, the better the results are. From the point of view of an IDS based on 
anomalies, this implies that the rate of false positives can be significantly reduced if we extract characteristics that 
correctly distinguish normal data from abnormal data [6]. 

Likewise, we find that most intrusion detection methods based on data mining and machine learning use well-known 
techniques and tools. These general techniques may not be very effective in classifying data as normal or abnormal with 
very high accuracy. There is a need to customize those techniques according to the requirement of intrusion detection [7-
9]. 

Apart from the problems mentioned above, the fast detection of attacks remains one of the focal points to be worried 
about. With the present complexity and variety of attacks, we need a huge amount of data to analyse and produce results. 
But larger the amount of data, longer the time to analyse it, which delays the detection of attacks. An IDS will be of more 
use if it can trigger an alarm early enough to reduce the damage that an ongoing attack can do. Thus, there is a need to 
make IDS as fast as to operate on-line. It is believed that this can be achieved if we can reduce the data, to be analyzed, 
without degrading its quality [10].  

In order of achieve objectives this research work uses the machine learning approaches for data reduction, clustering 
and classification. For data reduction normalization technique is used further features are reduced using co-relation 
algorithm. Further k-mean clustering is used to reduce the instances of dataset in all the five categories such as DOS, 
Probe, R2L, U2R and normal. And finally, multilevel classifier based are used to achieve highest accuracy and detection 
rate [11]. 

II. RELATED WORK 

So far, it has been discussed in this paper about some of the existing approaches which are incorporating IDS. 
However, there is no universal efficient solution found yet. Each has some limitations. Some of the important contributions 
in the field of IDS are discussed below in Table I. 

TABLE I.  TABLE TYPE STYLES 

Author Name Approach Used Conclusion 

Sufyan T. Faraj 

Al-Janabi et al. [1] 
The model used BPANN for classification of anomalous network traffic from normal traffic. 

93 % (on testing) 

Accuracy of the 

system is quite low. 

Yinhui Li et al. [2] 

K-means clustering is used to compact the dataset into 5 clusters. Ant Colony Optimization 

(ACO) algorithm was then used to select a small representative subset of the whole dataset. 

Further Gradually Feature Removal (GFR) is used to reduce the size of the feature set. At the 

final step, SVM classified the attack instances from benign data. 

98.62 % 

Feng et al. [3] 
Introduced a new classification technique and utilized the advantages of SVM and Clustering 

based on Self-Organized Ant Colony Network. 
94.86 % 

Meng et al. [4] 

Compared ANN, SVM and DT schemes for anomaly detection in an uniform environment and 

concluded that J48 algorithm of DT gives better performance than the other two schemes. The 

detection rate of low frequent attack types (U2R, R2L) was also high. 

About 99 % 

Manjula C. Belavagi 

et al. [5] 

Classification and predictive models for intrusion detection are built by using machine learning 

classification algorithms namely Logistic Regression, Gaussian Naive Bayes, Support Vector 

Machine and Random Forest. Experimental results show that Random Forest Classifier out 

performs the other methods in identifying whether the data traffic is normal or an attack. 

About 99 % 

Saad Mohamed et al. 

[6] 

Presented a hybrid approach to anomaly detection using of K-means clustering and Sequential 

Minimal Optimization (SMO) classification. 
97.36% 

Horng et al. [7] Proposed an IDS based on a combination of BIRCH hierarchical clustering and SVM technique 95.72% 

Kuang et al. [8] 

Proposed an IDS based on a combination of the SVM model with kernel principal component 

analysis (KPCA) and genetic algorithm (GA). KPCA was used to reduce the dimensions of 

feature vectors, whereas GA was employed to optimize the SVM parameters. 

95.26% 

Khadija Hanifi et al. 

[9] 

In this work, to detect network attacks, used the k-means algorithm a new semi-supervised 

anomaly detection system. 
80.119%. 

WathiqLaftah Al-

Yaseen et al. [10] 
Presented hybrid SVM and Extreme machine learning technique. 95.75% 
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III. PROPOSED METHODOLOGY 

This section describes the proposed hybrid intrusion detection model [12]. The KDD-99 data set serves as a reference 
point for evaluating the performance of the proposed model. The flow of the algorithm of the proposed method is 
described as follows: 

Following steps will be used to build the proposed model for intrusion detection: 

Step 1: Convert the symbolic attributes protocol, service, and flag to numerical. 

Step 2: Normalize data to [0,1]. 

Step 3: Separate the instances of dataset into two categories: Normal, DOS, R2L, U2R and Probe. 

Step 4: Feature Reduction and Extraction. 

Step 5: Data Clustering 

Step 6: The data set is divided as training data and testing data. 

Step 7: Train classifier with these new training datasets. 

Step 8: Test model with dataset. 

Step 9: Finally computing and comparing performance parameters for different classifiers. 

Followings Steps are performed in proposed methodology: 

A. Data Selection 

The first step involves selection of dataset KDD-99 which consists of five classes: 

Normal class 

Four are attack classes known as DoS, U2R, R2L and Probe. 

Denial of Service (DOS) is the type of attack that denies legitimate users or waits for resources to be exploited by 

malicious users so that legitimate users cannot use resources or their resource request is denied. Example: Smurf, Neptune, 

teardrop, back etc. 

In Probing, attackers collect all information on computer networks and look for vulnerabilities to launch the attack. Port 

scanning is one of the main attacks in this category, the others are ip-sweep, saint and nmap etc. 

In, Remote to local (R2L) attackers attack computer systems so that vulnerabilities are accessible as local users. The 

attacker attempts to create an account on the victim machine by guessing a password or by attacking. Guess password, 

multi-hop, phf, spy, Warezclient etc. are examples of R2L attacks. 

User to root (U2R) with local access to the operating system of the vulnerability system to obtain the root privileges of a 

system. Example: buffer overflow, root-kit, land module, Perl etc. 

B. Data Preprocessing 

Data pre-processing was performed manually by deleting the duplicate instances of the KDD-99 dataset and 

subdividing the instances into different classes. The method starts by removing some redundant instances from the 

commonly used classes. The result of the preprocessing step provides a compact data set with the elimination of 

redundancy and imbalance. This stage purpose is to preprocess the database file in which there is conversion of symbolic 

attributes protocol, service, and flag in numerical is done. Further data is normalized. This paper is focuses on attribute 

normalization which is further required for intrusion detection which is illustrated in figure 1. Besides the original 

attributes, in this research, data attributes are normalized for further processing. 

 

Pre-processing 

Raw 

Data 

Data 

Attributes 
Data Normalization 

Detection Model Intrusion Detection 
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Figure 1: Steps of Intrusion Detection 

In this research work, performance of Mean Range Normalization technique is analyzed in intrusion detection which are 

discussed below: 

If we know the maximum and minimum value of a given attribute, it is easy to transform the attribute into a range of value 

[0,1] by: 

 

(i) 

Where , xi = original data of the feature or attribute 

min(xi)= minimum value of data attribute 

max(xi)= maximum value of data attribute 

Normally xi is set to zero if the maximum is equal to the minimum. 

A. Feature Selection and Reduction 

The aim Feature selection phase is to further select only those features from the database which are relevant for proper 

classification of the dataset and consequently reduces the feature space dimension so as to reduce complexity by removing 

irrelevant data. This task is accomplished by using the Particle Swarm Optimization (PSO).In this research work for 

feature selection Correlation Analysis is performed using Pearson, Spearman and Kendall coefficients, Particle swarm 

optimization and genetic algorithm which are discussed below: 

Co-relation Coefficient Feature Selection and Reduction 

Pearson Correlation Analysis 

Algorithm: Pearson Correlation Analysis 

procedure PEARSON(Dataset) 

cols ← ncols(Dataset) 

cols ← cols − 1 

rows ← nrows(Dataset) 

PearsonVector ← c() 

for each i in 1:cols do 

product ← 1 

SumAi ← 0 

Sum ← 0 

SumSquareAi← 0 

SumSquare ← 0 

for each j in 1:rows do 

product ← product + (Dataset[j, 61] ∗ Dataset[j, i]) 

SumAi ← SumAi + Dataset[j, i] 

Sum ← Sum + Dataset[j, i] 

SumSquareAi ← SumSquareAi + Dataset[j, i]2 

SumSquare ← SumSquare + Dataset[j, 61]2 

end for 

 
PearsonVector ← append(PearsonVector, p) 

end for 

end procedure 

Spearman Correlation Analysis 

Algorithm: Spearman Correlation Analysis 

procedure SPEARMAN(Dataset) 

n ← Number of rows 

dde ← Dataset[, decision]r 

SpearmanVector ← c() 
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for each i in 1 ∶ncol(Dataset) do 

d ← 0 

for each j in 1 ∶ n do 

d ← d + (Dataset[, i]r − dde)2 

end for 

 spearman ←  

spearman ← 1 − spearman 

SpearmanVector ← append(SpearmanVector, spearman) 

end for 

end procedure 

Kendall Correlation Analysis 

Algorithm: Kendall Correlation Analysis 

procedure KENDALL(Dataset) 

n ←Number of rows 

vec ← Dataset[, decision] 

nc ← 0 

nd← 0 

for each attribute columns of Dataset do 

for each i in 1 ∶ n do 

for each j in 1 ∶ n do 

 if ((attri>attrj)AND(veci>vecj)) 

OR((attri<attrj)AND(veci<vecj)) then 

nc ← nc + 1 

 else 

nd← nd+ 1 

end if 

end for  end for  end for 

kendall ← nc − nd 

kendall ←  

end procedure 

After doing Pearson Correlation, Spearman Correlation and Kendall-rank Correlation, we get a list of attributes that 

satisfy the respective correlation criteria. After obtaining the three individual results which reduces the number of 

features using Algorithm discussed below: 

Attribute Selection after Correlation 

procedure ATTRIBUTESELCTION(Dataset) 

rows ← nrows(Dataset) 

cols ← ncols(Dataset) 

pearsonVector ← pearson(Dataset) 

spearmanVector ← spearman(Dataset) 

kendallVector ← kendall(Dataset) 

for each i in 1:cols do 

if pearsonVector[i]>0 AND spearmanVector[i]>0 AND kendallVector[i]>0 then 

Selection ← true 

else 

Selection ← false 

end if 

end for 

return dataset[,Selection] 

end procedure  

B. Clustering  
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K-means cluster is a kind of unsupervised learning, that is employed once you have unlabelled data (i.e., data without 

outlined classes or groups). The goal of this algorithm is to search out groups within the data, with the quantity of groups 

described by the variable K. The algorithm works iteratively to assign each data point to at least one of K groups 

supported the options that are provided. 

Algorithmic steps for k-means clustering 

Let  X = {x1,x2,x3,……..,xn} be the set of data points and V = {v1,v2,…….,vc} be the set of centers. 

1. Randomly select ‘c’ cluster centers. 

2. Calculate the distance between each data point and cluster centers. 

3. Assign the data point to the cluster center whose distance from the cluster center is minimum of all the cluster centers. 

4. Recalculate the new cluster center using:   

 

(ii) 

where, ‘ci’ represents the number of data points in ith cluster. 

5. Recalculate the distance between each data point and new obtained cluster centers. 

6. If no data point was reassigned then stop, otherwise repeat from step 3. 

C. Intrusion Detection Phase 

For intrusion detection or classification dataset multilevel classifier is used. In this research work three multilevel 

classifier performance is analysed i.e. Multilevel SVM, SVM-ELM-SVM-SVM classifier, SVM-ELM-SVM-ELM 

classifier and Multilevel RF_SVM are used.For Multilevel SVM classifier at all level classifier support vector machine 

(SVM) algorithm is applied i.e. DOS, Probe, U2R, R2L and Normal are classified using SVM algorithm (as shown in 

figure 2). 

 

Figure 2: Multilevel SVM Classifier 

 

Whereas in Multilevel SVM_ELM at four levels of classifier support vector machine(SVM) and extreme learning 

machine (ELM) is used alternately i.e. DOS and U2R are classified using SVM as well as Probe and R2L is classified 

using ELM (as illustrated in figure 3). 
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Figure 3: Multilevel SVM_ELM Classifier 

Whereas in MultiSVM_ELM classifier at four levels of classifier support vector machine(SVM) and extreme learning 
machine (ELM) is used i.e. DOS, U2R and R2L are classified using SVM as well as Probe is classified using ELM (as 
illustrated in figure 4). 

 

Figure 4: MultiSVM_ELMClassifier 

Whereas in Multilevel RF_SVM classifier at four levels of classifier support vector machine(SVM) and random forest 
(RF) is used i.e. i.e. DOS and U2R are classified using RF as well as Probe and R2L is classified using SVM (as illustrated 
in figure 5). 

 

Figure 5: Multilevel RF_SVM 
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C. Maintaining the Integrity of the Specifications 

The template is used to format your paper and style the text. All margins, column widths, line spaces, and text fonts are 
prescribed; please do not alter them. You may note peculiarities. For example, the head margin in this template measures 
proportionately more than is customary. This measurement and others are deliberate, using specifications that anticipate 
your paper as one part of the entire proceedings, and not as an independent document. Please do not revise any of the 
current designations. 

IV. PREPARE YOUR PAPER BEFORE STYLING 

Before you begin to format your paper, first write and save the content as a separate text file. Keep your text and 
graphic files separate until after the text has been formatted and styled. Do not use hard tabs, and limit use of hard returns 
to only one return at the end of a paragraph. Do not add any kind of pagination anywhere in the paper. Do not number text 
heads-the template will do that for you. 

Finally, complete content and organizational editing before formatting. Please take note of the following items when 
proofreading spelling and grammar: 

A. Abbreviations and Acronyms 

Define abbreviations and acronyms the first time they are used in the text, even after they have been defined in the 
abstract. Abbreviations such as IEEE, SI, MKS, CGS, sc, dc, and rms do not have to be defined. Do not use abbreviations 
in the title or heads unless they are unavoidable. 

B. Units 

 Use either SI (MKS) or CGS as primary units. (SI units are encouraged.) English units may be used as secondary 
units (in parentheses). An exception would be the use of English units as identifiers in trade, such as “3.5-inch disk 
drive”. 

 Avoid combining SI and CGS units, such as current in amperes and magnetic field in oersteds. This often leads to 
confusion because equations do not balance dimensionally. If you must use mixed units, clearly state the units for 
each quantity that you use in an equation. 

 Do not mix complete spellings and abbreviations of units: “Wb/m2” or “webers per square meter”, not 
“webers/m2”.  Spell out units when they appear in text: “. . . a few henries”, not “. . . a few H”. 

 Use a zero before decimal points: “0.25”, not “.25”. Use “cm3”, not “cc”. (bullet list) 

C. Equations 

The equations are an exception to the prescribed specifications of this template. You will need to determine whether or 
not your equation should be typed using either the Times New Roman or the Symbol font (please no other font). To create 
multileveled equations, it may be necessary to treat the equation as a graphic and insert it into the text after your paper is 
styled. 

Number equations consecutively. Equation numbers, within parentheses, are to position flush right, as in (1), using a 
right tab stop. To make your equations more compact, you may use the solidus ( / ), the exp function, or appropriate 
exponents. Italicize Roman symbols for quantities and variables, but not Greek symbols. Use a long dash rather than a 
hyphen for a minus sign. Punctuate equations with commas or periods when they are part of a sentence, as in 

 

Note that the equation is centered using a center tab stop. Be sure that the symbols in your equation have been defined 
before or immediately following the equation. Use “(1)”, not “Eq. (1)” or “equation (1)”, except at the beginning of a 
sentence: “Equation (1) is . . .” 

D. Some Common Mistakes 

 The word “data” is plural, not singular. 

 The subscript for the permeability of vacuum 0, and other common scientific constants, is zero with subscript 
formatting, not a lowercase letter “o”. 

 In American English, commas, semi-/colons, periods, question and exclamation marks are located within 
quotation marks only when a complete thought or name is cited, such as a title or full quotation. When quotation 
marks are used, instead of a bold or italic typeface, to highlight a word or phrase, punctuation should appear 
outside of the quotation marks. A parenthetical phrase or statement at the end of a sentence is punctuated outside 
of the closing parenthesis (like this). (A parenthetical sentence is punctuated within the parentheses.) 
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 A graph within a graph is an “inset”, not an “insert”. The word alternatively is preferred to the word “alternately” 
(unless you really mean something that alternates). 

 Do not use the word “essentially” to mean “approximately” or “effectively”. 

 In your paper title, if the words “that uses” can accurately replace the word “using”, capitalize the “u”; if not, keep 
using lower-cased. 

 Be aware of the different meanings of the homophones “affect” and “effect”, “complement” and “compliment”, 
“discreet” and “discrete”, “principal” and “principle”. 

 Do not confuse “imply” and “infer”. 

 The prefix “non” is not a word; it should be joined to the word it modifies, usually without a hyphen. 

 There is no period after the “et” in the Latin abbreviation “et al.”. 

 The abbreviation “i.e.” means “that is”, and the abbreviation “e.g.” means “for example”. 

An excellent style manual for science writers is [7]. 

V. USING THE TEMPLATE 

After the text edit has been completed, the paper is ready for the template. Duplicate the template file by using the Save 
As command, and use the naming convention prescribed by your conference for the name of your paper. In this newly 
created file, highlight all of the contents and import your prepared text file. You are now ready to style your paper; use the 
scroll down window on the left of the MS Word Formatting toolbar. 

A. Authors and Affiliations 

The template is designed so that author affiliations are not repeated each time for multiple authors of the same 
affiliation. Please keep your affiliations as succinct as possible (for example, do not differentiate among departments of the 
same organization). This template was designed for two affiliations. 

1) For author/s of only one affiliation (Heading 3): To change the default, adjust the template as follows. 

a) Selection (Heading 4): Highlight all author and affiliation lines. 

b) Change number of columns: Select the Columns icon from the MS Word Standard toolbar and then select “1 

Column” from the selection palette. 

c) Deletion: Delete the author and affiliation lines for the second affiliation. 

d) For author/s of more than two affiliations: To change the default, adjust the template as follows. 

e) Selection: Highlight all author and affiliation lines. 

f) Change number of columns: Select the “Columns” icon from the MS Word Standard toolbar and then select “1 

Column” from the selection palette. 

g) Highlight author and affiliation lines of affiliation 1 and copy this selection. 

h) Formatting: Insert one hard return immediately after the last character of the last affiliation line. Then paste down 

the copy of affiliation 1. Repeat as necessary for each additional affiliation. 

i) Reassign number of columns: Place your cursor to the right of the last character of the last affiliation line of an 

even numbered affiliation (e.g., if there are five affiliations, place your cursor at end of fourth affiliation). Drag the cursor 

up to highlight all of the above author and affiliation lines. Go to Column icon and select “2 Columns”. If you have an odd 

number of affiliations, the final affiliation will be centered on the page; all previous will be in two columns. 

B. Identify the Headings 

Headings, or heads, are organizational devices that guide the reader through your paper. There are two types: 
component heads and text heads. 

Component heads identify the different components of your paper and are not topically subordinate to each other. 
Examples include Acknowledgments and References and, for these, the correct style to use is “Heading 5”. Use “figure 
caption” for your Figure captions, and “table head” for your table title. Run-in heads, such as “Abstract”, will require you 
to apply a style (in this case, italic) in addition to the style provided by the drop down menu to differentiate the head from 
the text. 

Text heads organize the topics on a relational, hierarchical basis. For example, the paper title is the primary text head 
because all subsequent material relates and elaborates on this one topic. If there are two or more sub-topics, the next level 
head (uppercase Roman numerals) should be used and, conversely, if there are not at least two sub-topics, then no 
subheads should be introduced. Styles named “Heading 1”, “Heading 2”, “Heading 3”, and “Heading 4” are prescribed. 
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C. Figures and Tables 

1) Positioning Figures and Tables: Place figures and tables at the top and bottom of columns. Avoid placing them in 

the middle of columns. Large figures and tables may span across both columns. Figure captions should be below the 

figures; table heads should appear above the tables. Insert figures and tables after they are cited in the text. Use the 

abbreviation “Fig. 1”, even at the beginning of a sentence. 

TABLE II.  TABLE TYPE STYLES 

Table 

Head 

Table Column Head 

Table column subhead Subhead Subhead 

copy More table copya   

                                                                                      a. Sample of a Table footnote. (Table footnote) 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1.  Example of a figure caption. (figure caption) 

Figure Labels: Use 8 point Times New Roman for Figure labels. Use words rather than symbols or abbreviations when 
writing Figure axis labels to avoid confusing the reader. As an example, write the quantity “Magnetization”, or 
“Magnetization, M”, not just “M”. If including units in the label, present them within parentheses. Do not label axes only 
with units. In the example, write “Magnetization (A/m)” or “Magnetization {A[m(1)]}”, not just “A/m”. Do not label axes 
with a ratio of quantities and units. For example, write “Temperature (K)”, not “Temperature/K”. 

 

VI. CONCLUSION 

Machine learning techniques have proven to be effective for intrusion detection. Intruder detection of intruders can be 
achieved with machine learning techniques, although the accuracy of detection also depends on several other factors. Some 
of them choose the right set of functions, choose the appropriate training and test data, etc. Choosing the appropriate 
attributes for these factors can improve performance. However, machine learning algorithms can present some 
weaknesses, such as: incorrect classification of network data due to poisonous learning. 

The proposed model is designed using machine learning approach for detection of malicious activities of the network 
packets. For that KDD-99 dataset is used. First of all the dataset is normalized for reducing calculation complexity, further 
features are reduced using co-relation algorithm. The reduced features determine that only efficient features can be used 
for malicious behaviour detection. After feature reduction data clustering is performed using k-mean clustering algorithm. 
By using clustering, small datasets is built that represents the entire original dataset which can expressively reduce the 
training time of classifiers and improve the efficiency. In final step of proposed algorithm multilevel hybrid classifiers, 
based on support vector machine, extreme learning machine and random forest, are designed for classification of dataset 
into five attack categories i.e. DOS, U2R, R2L, Probe and Normal. According to all these four stages following 
conclusions are illustrated respectively: 

 The result analysis shows the detection rate and false alarm rate analysis with varying number of clusters. And 
these varying number of cluster shows that with 10 clusters detection rate is maximum and false alarm rate is 
minimum. So, the number of cluster for k-mean clustering is taken as 10 for further classification. 

 The classifier performance is analyzed with mean normalization, co-relation classification with 15 features, k-
mean clustering with 10 clusters. After clustering its performance is analyzed with Multi_SVM, Multilevel 
SVM_ELM, MultiSVM_ELM and Multilevel RF_SVM. Out of these, Multilevel RF_SVM outperforms best as 
compared to other classifiers. 
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